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The Risk Management and Compliance Programme (RMCP)
RMPC for an accountable institution, as required by sections 42 and 42A of the Financial Intelligence Centre (FIC) Act, should cover the following thematic areas:
RMCP Governance: Establishing the governance framework for the RMCP, including roles and responsibilities.
ML/TF/PF Risks Assessment and Risk-Rating Framework: Identifying, assessing, and rating the risks related to money laundering (ML), terrorist financing (TF), and proliferation financing (PF).
Customer Due Diligence Controls: Implementing measures to verify the identity of customers and understand their financial activities.
Targeted Financial Sanctions Controls Aimed at Terrorist Financing: Ensuring compliance with sanctions related to terrorist financing.
Targeted Financial Sanctions Controls Aimed at Proliferation Financing: Complying with sanctions under sections 26A, 26B, and 26C of the FIC Act to prevent proliferation financing.
Prominent Influential Person Controls: Managing risks associated with prominent influential persons (PIPs).
Account Monitoring: Regularly monitoring accounts for suspicious activities.
Reporting Controls: Establishing procedures for reporting suspicious transactions and activities.
Record-Keeping Controls: Maintaining records as required by the FIC Act.

1. RMCP governance 
Roles and Responsibilities
· Compliance Officer: A designated individual responsible for overseeing the RMCP, ensuring compliance with relevant laws and regulations, and reporting to senior management and the board of directors.
· Board of Directors/Senior Management: They provide oversight and ensure that the RMCP is effectively implemented and maintained. They are also responsible for setting the tone at the top and fostering a culture of compliance within the organisation.
Governance Structures
· Compliance Function: This includes the establishment of a compliance department or team that supports the compliance officer in implementing the RMCP. The team monitors compliance activities, conducts risk assessments, and ensures that the organisation adheres to regulatory requirements.
· Internal Controls: These are policies and procedures designed to detect, prevent, and mitigate risks. They include measures such as customer due diligence, transaction monitoring, and reporting suspicious activities.
Documentation and Implementation
· RMCP Document: The RMCP must be documented, detailing the processes and procedures for managing risks. This document should be regularly reviewed and updated to reflect changes in regulations, business operations, and risk profiles.
· Training and Awareness: Regular training programs for employees to ensure they understand their roles and responsibilities in the RMCP. This helps in fostering a culture of compliance and ensuring that everyone is aware of the risks and how to manage them.
Monitoring and Reporting
· Ongoing Monitoring: Continuous monitoring of transactions and activities to identify and assess risks. This includes regular audits and reviews of the RMCP to ensure its effectiveness.
· Reporting: Establishing clear reporting lines for escalating issues and reporting suspicious activities to relevant authorities. This ensures that any potential risks are promptly addressed.
Regulatory Compliance
· Adherence to Laws and Regulations: Ensuring that the RMCP complies with all relevant laws and regulations, such as the FIC Act. This includes understanding and implementing the requirements set out in the regulations.

2. ML/TF/PF Risks Assessment
Identifying Risks
· Threats and Vulnerabilities: Identify potential threats (e.g., criminal activities, terrorist groups) and vulnerabilities (e.g., weak controls, high-risk customers) that could expose the organisation to ML/TF/PF risks.
· Products and Services: Assess the risk associated with different products and services offered by the organisation. Some products may be more susceptible to misuse for ML/TF/PF purposes.
· Delivery Channels: Evaluate the risk associated with various delivery channels (e.g., online banking, face-to-face transactions). Certain channels may pose higher risks due to less stringent verification processes.
· Geographical Location: Consider the risk based on the geographical location of the organisation, its customers, and its operations. High-risk jurisdictions may have weaker AML/CFT controls.
Assessing Risks
· Categorize and Prioritize: Once risks are identified, categorize them based on their nature and prioritize them based on their potential impact and likelihood.
· Qualitative and Quantitative Analysis: Conduct both qualitative (e.g., expert judgment) and quantitative (e.g., statistical analysis) assessments to understand the severity and likelihood of each risk.
Mitigating Risks
· Controls and Measures: Implement controls and measures to mitigate identified risks. This includes customer due diligence (CDD), enhanced due diligence (EDD) for high-risk customers, transaction monitoring, and reporting suspicious activities.
· Residual Risk: After implementing controls, assess the residual risk to determine if it is within the organisation's risk appetite.
Risk-Rating Framework
Risk Factors
· Customer Risk: Assess the risk based on customer type, legal form, and activities. Politically exposed persons (PEPs) and customers from high-risk jurisdictions may pose higher risks.
· Business Risk: Evaluate the risk associated with the organisation's business operations, including the location of operations and the nature of business activities.
· Channel Risk: Assess the risk based on the delivery channels used to provide products and services. Non-face-to-face channels may pose higher risks.
· Product/Service Risk: Evaluate the risk associated with specific products and services. Complex or high-value products may be more susceptible to misuse.
· Country Risk: Consider the risk based on the countries involved in transactions. Countries with weak AML/CFT controls or high levels of corruption may pose higher risks.
Risk Scoring and Weighting
· Scoring: Assign scores to each risk factor based on its severity and likelihood. This helps in quantifying the risk level.
· Weighting: Apply weights to different risk factors based on their relative importance. This ensures that more significant risks have a greater impact on the overall risk rating.
Risk Rating
· Overall Risk Rating: Combine the scores and weights to calculate an overall risk rating for each customer, product, or transaction. This rating helps in determining the level of scrutiny and controls required.
· Risk-Based Approach: Use the risk ratings to apply a risk-based approach to AML/CFT compliance. Higher-risk customers and transactions should be subject to more stringent controls and monitoring.

3. Customer Due Diligence Control 
Customer Identification and Verification (CIV)
· Initial Identification: Collect essential information from customers at the onboarding stage, including full name, date of birth, address, and identification number (e.g., passport, national ID). This step ensures that the organisation knows who its customers are.
· Verification of Identity: Verify the collected information using reliable, independent sources such as government-issued identification documents. This step confirms the authenticity of the customer's identity.
· Beneficial Ownership: For legal entities, identify and verify the beneficial owners who ultimately own or control the entity. This involves determining individuals with a significant ownership stake (typically 25% or more) or control over the entity.
Risk Assessment and Profiling
· Customer Risk Profiling: Assess the risk level of each customer based on factors such as their background, nature of business, geographical location, and transaction patterns. This helps in categorizing customers into different risk levels (e.g., low, medium, high).
· Enhanced Due Diligence (EDD): Apply additional scrutiny to high-risk customers, such as politically exposed persons (PEPs) or customers from high-risk jurisdictions. EDD may include more frequent reviews, deeper investigation into their activities, and obtaining additional information.
Ongoing Monitoring and Review
· Transaction Monitoring: Continuously monitor customer transactions to detect unusual or suspicious activities. This involves setting thresholds and alerts for transactions that deviate from the customer's normal behavior.
· Periodic Reviews: Regularly update and review customer information to ensure it remains accurate and current. This is particularly important for high-risk customers, where more frequent reviews may be necessary.
· Trigger Events: Conduct reviews when certain trigger events occur, such as significant changes in the customer's profile, unusual transaction patterns, or when new information comes to light.
Record Keeping and Reporting
· Documentation: Maintain detailed records of customer identification, verification, and transaction monitoring activities. These records should be kept for a specified period, usually five to seven years, depending on regulatory requirements.
· Suspicious Activity Reporting (SAR): Report any suspicious activities to the relevant authorities, such as the FIC This helps in the early detection and prevention of financial crimes.
Training and Awareness
· Employee Training: Provide regular training to employees on CDD procedures, AML/CFT regulations, and how to identify and report suspicious activities. This ensures that all staff members are aware of their responsibilities and the importance of compliance.
· Awareness Programs: Implement awareness programs to keep employees informed about the latest trends and typologies in money laundering and terrorist financing.

4. Targeted Financial Sanctions Controls Aimed at Terrorist Financing
Legal and Regulatory Framework
· United Nations Security Council Resolutions (UNSCRs): Implementing TFS in compliance with UNSCRs, which mandate the freezing of assets and prohibition of financial transactions with designated individuals and entities involved in terrorism.
· National Regulations: Adhering to local laws and regulations that enforce TFS, such as the FIC Act in South Africa.
Identification and Designation
· Screening Customers and Transactions: Regularly screening customers and transactions against lists of designated individuals and entities provided by the United Nations, national authorities, and other relevant bodies.
· Updating Sanctions Lists: Ensuring that the sanctions lists are up-to-date and integrated into the organisation's systems for real-time screening.
Freezing Assets
· Immediate Action: Freezing the assets of designated individuals and entities without delay upon identification.
· Prohibition of Transactions: Prohibiting any financial transactions or dealings with designated individuals and entities, including the provision of financial services.
Due Process and Reporting
· Notification and Reporting: Notifying relevant authorities, such as the FIC, when assets are frozen or transactions are blocked. This includes providing detailed reports on the actions taken.
· Review and De-listing: Establishing procedures for reviewing designations and handling requests for de-listing or unfreezing of assets, ensuring compliance with due process requirements.
Internal Controls and Procedures
· Policies and Procedures: Developing and implementing comprehensive policies and procedures for TFS, including guidelines for identifying, freezing, and reporting on designated individuals and entities.
· Training and Awareness: Providing regular training to employees on TFS requirements, ensuring they understand their roles and responsibilities in preventing terrorist financing.
Technology and Automation
· Automated Screening Tools: Utilizing automated tools and software to screen customers and transactions against sanctions lists, enhancing efficiency and accuracy.
· Data Analytics: Leveraging data analytics to identify patterns and anomalies that may indicate potential terrorist financing activities.
Monitoring and Auditing
· Ongoing Monitoring: Continuously monitoring transactions and customer activities to detect and prevent any attempts to circumvent TFS controls.
· Regular Audits: Conducting regular audits and reviews of the TFS controls to ensure their effectiveness and compliance with regulatory requirements.

5. Targeted Financial Sanctions Controls Aimed at Proliferation Financing
Legal and Regulatory Framework
· Section 26A: The Director of the FIC must give notice of persons or entities designated as sanctioned by a United Nations Security Council (UNSC) resolution. This includes individuals and entities involved in the proliferation of weapons of mass destruction (WMD).
· Section 26B: Accountable institutions must freeze the assets of designated persons or entities without delay and ensure that no funds or financial services are made available to them.
· Section 26C: Provides for the review and de-listing of designated persons or entities. It outlines the process for individuals or entities to challenge their designation and seek removal from the sanctions list.
Identification and Designation
· Screening Customers and Transactions: Regularly screen customers and transactions against lists of designated individuals and entities provided by the UNSC and national authorities. This helps in identifying those involved in proliferation financing.
· Updating Sanctions Lists: Ensure that the sanctions lists are up-to-date and integrated into the organisation's systems for real-time screening.
Freezing Assets
· Immediate Action: Freeze the assets of designated individuals and entities without delay upon identification. This prevents the use of funds for proliferation activities.
· Prohibition of Transactions: Prohibit any financial transactions or dealings with designated individuals and entities, including the provision of financial services.
Due Process and Reporting
· Notification and Reporting: Notify relevant authorities, such as the FIC, when assets are frozen or transactions are blocked. This includes providing detailed reports on the actions taken.
· Review and De-listing: Establish procedures for reviewing designations and handling requests for de-listing or unfreezing of assets, ensuring compliance with due process requirements.
Internal Controls and Procedures
· Policies and Procedures: Develop and implement comprehensive policies and procedures for TFS, including guidelines for identifying, freezing, and reporting on designated individuals and entities.
· Training and Awareness: Provide regular training to employees on TFS requirements, ensuring they understand their roles and responsibilities in preventing proliferation financing.
Technology and Automation
· Automated Screening Tools: Utilise automated tools and software to screen customers and transactions against sanctions lists, enhancing efficiency and accuracy.
· Data Analytics: Leverage data analytics to identify patterns and anomalies that may indicate potential proliferation financing activities.
Monitoring and Auditing
· Ongoing Monitoring: Continuously monitor transactions and customer activities to detect and prevent any attempts to circumvent TFS controls.
· Regular Audits: Conduct regular audits and reviews of the TFS controls to ensure their effectiveness and compliance with regulatory requirements.

6.  Prominent Influential Persons
Identification and Classification
· Definition of PIPs: PIPs, also known as Politically Exposed Persons (PEPs), are individuals who hold or have held prominent public positions, such as heads of state, senior politicians, senior government officials, judicial or military officials, senior executives of state-owned corporations, and important political party officials.
· Categories of PIPs: PIPs can be classified into different categories, including domestic PIPs (those holding positions within the country), foreign PIPs (those holding positions in other countries), and international organisation PIPs (those holding positions in international organisations).
Enhanced Due Diligence (EDD)
· Risk-Based Approach: Apply a risk-based approach to PIPs, recognising that they pose a higher risk due to their potential involvement in corruption and other financial crimes.
· Source of Wealth and Funds: Conduct thorough checks on the source of wealth and source of funds for PIPs to ensure that their assets are legitimate.
· Ongoing Monitoring: Implement continuous monitoring of PIP accounts and transactions to detect any unusual or suspicious activities.
Customer Due Diligence (CDD)
· Initial Identification: Identify PIPs during the onboarding process through customer due diligence (CDD) measures. This includes collecting information on their identity, position, and the nature of their public functions.
· Verification: Verify the information provided by PIPs using reliable and independent sources, such as government databases and public records.
Internal Controls and Procedures
· Policies and Procedures: Develop and implement comprehensive policies and procedures for managing PIP risks. These should outline the steps for identifying, verifying, and monitoring PIPs.
· Training and Awareness: Provide regular training to employees on PIP controls, ensuring they understand the risks associated with PIPs and the importance of compliance.
Reporting and Record Keeping
· Suspicious Activity Reporting (SAR): Report any suspicious activities involving PIPs to the relevant authorities, such as the FIC. This helps in the early detection and prevention of financial crimes.
· Record Keeping: Maintain detailed records of PIP identification, verification, and monitoring activities. These records should be kept for a specified period, usually five to seven years, depending on regulatory requirements.
Technology and Automation
· Automated Screening Tools: Utilise automated tools and software to screen customers and transactions against PIP lists, enhancing efficiency and accuracy.
· Data Analytics: Leverage data analytics to identify patterns and anomalies in PIP behavior that may indicate potential risks.

7. Account Monitoring 
Transaction Monitoring
· Automated Systems: Implement automated transaction monitoring systems that can analyse large volumes of transactions in real-time. These systems use predefined rules and algorithms to detect unusual or suspicious activities.
· Thresholds and Alerts: Set thresholds for transaction amounts and types that, when exceeded, trigger alerts for further investigation. These thresholds should be based on the risk profile of the customer and the nature of their transactions.
· Pattern Recognition: Use pattern recognition techniques to identify unusual transaction patterns that may indicate potential money laundering or terrorist financing activities.
Customer Activity Review
· Periodic Reviews: Conduct regular reviews of customer accounts to ensure that their activities align with their known profile and expected behavior. This includes reviewing transaction history, account balances, and changes in account activity.
· Enhanced Monitoring for High-Risk Customers: Apply enhanced monitoring measures for high-risk customers, such as politically exposed persons (PEPs) or customers from high-risk jurisdictions. This may include more frequent reviews and deeper analysis of their transactions.
Suspicious Activity Detection
· Red Flags: Identify and document red flags that may indicate suspicious activities, such as large cash deposits, rapid movement of funds between accounts, or transactions with high-risk countries.
· Investigation and Escalation: Establish procedures for investigating and escalating suspicious activities. This includes conducting a detailed analysis of the flagged transactions and, if necessary, escalating the case to the compliance officer or relevant authorities.
Reporting and Documentation
· Suspicious Activity Reporting (SAR): Report any suspicious activities to the relevant authorities, such as the FIC. This helps in the early detection and prevention of financial crimes.
· Record Keeping: Maintain detailed records of all monitored transactions, alerts, investigations, and reports. These records should be kept for a specified period, usually five to seven years, depending on regulatory requirements.
Technology and Automation
· Data Analytics: Leverage data analytics to enhance the effectiveness of account monitoring. This includes using advanced analytics to identify trends, anomalies, and potential risks.
· Integration with Other Systems: Ensure that the transaction monitoring system is integrated with other systems, such as customer due diligence (CDD) and risk assessment tools, to provide a comprehensive view of customer activities.
Training and Awareness
· Employee Training: Provide regular training to employees on account monitoring procedures, red flags, and how to report suspicious activities. This ensures that all staff members are aware of their responsibilities and the importance of compliance.
· Awareness Programs: Implement awareness programs to keep employees informed about the latest trends and typologies in money laundering and terrorist financing.

8. Reporting Controls 
Suspicious Activity Reporting (SAR)
· Identification of Suspicious Activities: Establish procedures for identifying suspicious activities that may indicate money laundering, terrorist financing, or other financial crimes. This includes setting up red flags and indicators to help employees recognize potentially suspicious behavior.
· Internal Reporting Mechanism: Develop an internal reporting mechanism for employees to escalate suspicious activities to the compliance officer or designated personnel. This ensures that potential issues are promptly addressed.
· External Reporting: Report suspicious activities to the relevant authorities, such as the FIC. This includes providing detailed information about the suspicious activity, the individuals involved, and any supporting documentation.
Regulatory Reporting
· Cash Threshold Reporting (CTR): Report transactions that exceed a certain threshold amount, as specified by regulatory requirements. This helps in monitoring large cash transactions that may be indicative of money laundering.
· International Funds Transfer Reporting (IFTR): Report international funds transfers that exceed a specified threshold. This helps in tracking cross-border transactions that may be used to move illicit funds.
· Other Regulatory Reports: Ensure compliance with other regulatory reporting requirements, such as reporting on high-risk customers, politically exposed persons (PEPs), and transactions with high-risk jurisdictions.

Record Keeping
· Documentation: Maintain detailed records of all reported activities, including SARs, CTRs, and IFTRs. These records should include information about the transactions, the individuals involved, and any actions taken by the organisation.
· Retention Period: Ensure that records are kept for a specified period, usually five to seven years, depending on regulatory requirements. This allows for adequate review and audit by regulatory authorities.
· Accessibility: Ensure that records are easily accessible for review by regulatory authorities and internal audits. This includes maintaining organized and secure storage systems for all documentation.
Internal Controls and Procedures
· Policies and Procedures: Develop and implement comprehensive policies and procedures for reporting controls. These should outline the steps for identifying, reporting, and documenting suspicious activities and other regulatory reports.
· Training and Awareness: Provide regular training to employees on reporting controls, ensuring they understand their roles and responsibilities in identifying and reporting suspicious activities
Technology and Automation
· Automated Reporting Systems: Utilise automated systems to streamline the reporting process. This includes using software to generate and submit reports to regulatory authorities, enhancing efficiency and accuracy.
· Data Analytics: Leverage data analytics to identify patterns and anomalies in transactions that may indicate potential risks. This helps in proactively identifying suspicious activities and ensuring timely reporting.
Monitoring and Auditing
· Ongoing Monitoring: Continuously monitor transactions and customer activities to detect and report any suspicious activities. This includes regular reviews of transaction data and customer profiles.
· Regular Audits: Conduct regular audits and reviews of the reporting controls to ensure their effectiveness and compliance with regulatory requirements. This helps in identifying any gaps or weaknesses in the reporting process.

9. Record-keeping controls 
Documentation Requirements
· Customer Identification Records: Maintain detailed records of customer identification and verification processes. This includes copies of identification documents, proof of address, and any other relevant information collected during the customer due diligence (CDD) process.
· Transaction Records: Keep comprehensive records of all transactions conducted by customers, including the date, amount, type of transaction, and parties involved. This helps in tracking the flow of funds and identifying any suspicious activities.
Retention Period
· Regulatory Compliance: Ensure that records are kept for the period specified by regulatory requirements, typically five to seven years. This allows for adequate review and audit by regulatory authorities.
· Accessibility: Maintain records in a manner that ensures they are easily accessible for review by regulatory authorities and internal audits. This includes organizing and securely storing both physical and electronic records.
Record Management Systems
· Electronic Record-Keeping: Utilise electronic systems to store and manage records efficiently. This includes using secure databases and document management systems that allow for easy retrieval and audit trails.
· Backup and Recovery: Implement robust backup and recovery procedures to ensure that records are protected against loss or damage. This includes regular backups and secure off-site storage.
Internal Controls and Procedures
· Policies and Procedures: Develop and implement comprehensive policies and procedures for record-keeping. These should outline the types of records to be maintained, the retention period, and the processes for storing and retrieving records.
· Employee Training: Provide regular training to employees on record-keeping requirements, ensuring they understand the importance of maintaining accurate and comprehensive records.
Monitoring and Auditing
· Ongoing Monitoring: Continuously monitor the record-keeping process to ensure compliance with regulatory requirements and internal policies. This includes regular reviews of records to ensure they are complete and accurate.
· Regular Audits: Conduct regular audits of the record-keeping system to identify any gaps or weaknesses. This helps in ensuring the effectiveness of the record-keeping controls and compliance with regulatory requirements.
Reporting and Documentation
· Suspicious Activity Reporting (SAR): Maintain detailed records of all reported suspicious activities, including the information reported to the relevant authorities and any supporting documentation.
· Regulatory Reporting: Ensure that records of all regulatory reports, such as cash threshold reports (CTRs) and international funds transfer reports (IFTRs), are maintained and easily accessible for review.


This template provides a structure for developing a RCMP in compliance with the Financial Intelligence Centre Act 38 of 2001. It is essential to modify this template to the specific industry and type of clients individually. No one size fits all. When unsure refer to FIC guidance documents. 

Remember as an accountant you are most likely to be an accountable institution if you fall under the category of trust and company service providers. This means as a business you offer clients the following services as an example:
· Creation: Assisting in the formation and registration of companies.
· Operation: Providing ongoing support for the company's day-to-day operations.
· Management: Offering management services, including administrative and compliance support
The following do not constitute trust and company service for accountants:
· Financial Record Keeping: Maintaining accurate financial records, including transactions, expenses, and revenues.
· Financial Statements: Preparing financial statements such as income statements, balance sheets, and cash flow statements.
· Compliance: Ensuring compliance with tax laws and accounting standards

Disclaimer
The information provided in this document is for general informational purposes only and does not constitute legal advice. While every effort has been made to ensure the accuracy and completeness of the template, SAICA assumes no responsibility for any errors or omissions. Users of this document should seek professional legal advice tailored to their specific circumstances before acting on any information contained herein. SAICA disclaims any liability for any loss or damage incurred as a result of the use of this document.
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